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1. ‘Introduction

ICT (including data) and the related technologies such as computers, email, the internet and
mobile devices are an expected part of daily working life in school and the use of electronic
communication and resources is encouraged.

All members of the school community are expected to use ICT responsibly and to comply
with all applicable laws, policies and procedures, and with normal standards of professional
and personal courtesy and conduct.

This policy is designed to ensure that all workers are aware of their professional
responsibilities when using any form of ICT.

Failure to follow this policy may result in the withdrawal of access to school computers,
email and internet and/or to disciplinary action, depending on the circumstances of the case.

Technology and the law change regularly and this policy will be updated as and when
necessary. Workers will be informed when the policy has changed but it is their
responsibility to read the latest version of this document.

2. Use of School Equipment/Networks

Computers, Mobile Phones and other devices provided by the school are loaned to
individuals to support their professional responsibilities and must be used in accordance
with this policy.

Workers are responsible for the safe and proper use, care and security of equipment and
systems provided. Devices must be secured appropriately especially when leaving the
school premises (i.e. not left unattended) and protected from unauthorised access or use (i.e.
not accessed by family members). Any loss, damage or unauthorised access must be
reported immediately.

Workers must not use school equipment, networks or system to access, download, send or
receive, store, create, copy or distribute any material which may be malicious, illegal,
libellous, immoral, dangerous or offensive (this includes but is not limited to pornographic,
sexual, violent or criminal content and racist, sexist, or otherwise discriminatory material).

Any appropriate and authorised electronic communication with pupils must be through
official school network, channels, systems and on school equipment.

3. Use of Email

School business must always be conducted through official email addresses, which must be
secured with password controls. Workers should respond to emails during working hours
in a timely and appropriate fashion.

Email should be treated like any other form of written communication and, as such, the
content should be appropriate and accurate and data protection compliant.

Extreme care must be taken with attachments from third parties, particularly unidentified
third parties, as these may contain viruses.



Email must not be used to receive, send or forward messages that are defamatory, obscene
or otherwise inappropriate. If such an email is received, whether unwittingly or otherwise
and from whatever source, this must not be forwarded to any other address and must be
reported immediately.

Reasonable access and use of the internet/intranet and email facilities is available to
recognised representatives of professional associations’ i.e. union officers for the
performance of their official duties and activities.

4. Teams

Pupils may only use their account details to log into Teams. These account details must not
be shared with anyone.

Pupils must follow school rules and values at all times when using IT including Teams.

Pupils may only use positive, kind words when communicating with each other of staff
using IT or Teams

Pupils may use Teams for school related chat and notebooks work and accessing the content
library and collaboration space

Pupils may not call anyone but may join a call started by their teacher or another member of
OLFCMAT staff within Teams during the school day.

Activity relating to a pupil account that does not meet the terms set out in this policy or
other related policies such as the Behaviour Policy, or that does not follow our school rules
or School values may lead to that account being blocked or deleted.

Pupil accounts close on the day before their last day of attendance at an OLFCMAT school.

5. Social Networks
Social networking applications include but are not limited to:

* Blogs

* Online discussion forums, for example Facebook;

* Media sharing services for example YouTube;

* Professional networking sites, for example Linked In
* ‘Micro-blogging” application for example Twitter

Where the school operates official networking sites, these must be managed and used in
accordance with this policy.

This includes the following requirements:

e use of official (i.e. not personal) email addresses for user accounts;

e appropriate feedback and complaints information must be published in a prominent
place which is easily accessible to other users;

e the school’s logo and other branding elements should be used to indicate the school’s
support. The school’s logo should not be used on social networking applications which
are unrelated to or are not representative of the school’s official position;

e users should identify themselves as their official position held within the school on



social networking applications eg through providing additional information on user
profiles;

e any contributions on any social networking application must be professional, uphold
the reputation of the school and be in accordance with data protection requirements;

e users must not promote or comment on personal matters (including personal/ financial
matters), commercial ventures, political matters or campaigns, religion or other matters;

6. Personal use of school Equipment/Networks

School equipment, internet services, systems and email may be used for incidental personal
purposes, with the approval of the line manager, provided that it:

* does not interfere with the school’s operation of computing facilities or email
services;

* does not interfere with the user’s employment or performance of professional duties
or other obligations to the school;

* is of a reasonable duration and frequency;

* is carried out in authorised break times or outside their normal working hours;

* does not over burden the system or create any additional expense to the school;

* isnot uses to access, send, receive or store inappropriate material; and

* does not bring the school and its community into disrepute.

Workers must notify the school of any significant personal use.

Reasonable access and use of the internet/intranet and email facilities is available to
recognised representatives of professional associations’ i.e. union officers for the
performance of their official duties and activities.

Email should be treated like any other form of written communication and, as such, the
content should be appropriate and accurate and data protection compliant.

Signing up to sites with school email must be for educational purposes only and by
agreement of Line Manager. Downloading apps must be agreed by Line Manager and be
educationally relevant. Where there are any queries or doubt please speak to a member of
the Trust Leadership Team.

School equipment/networks/systems must additionally not be used for

+ commercial purposes not under the auspices of the school;

* personal financial gain;

* personal use that is inconsistent of other school policies or guidelines; or

* ordering of goods to be delivered to the school address or in the school's name.

7. Used of personal ICT equipment in school
Mobile Phones

It is accepted that individuals may bring personal mobile phones to school. Personal
mobiles should have security codes to prevent access by other persons and must be stored
securely and not accessible to pupils at any time.



Workers are not permitted to use their personal mobile phones to call, text, email or in any
other way message pupils. Nor may they divulge their personal telephone number(s) or
other contact details to pupils under any circumstances.

Workers are required to ensure mobile telephones are switched off/to silent during working
hours and accessed only during authorised breaks. Any urgent phone calls or messages
must be directed to the office who will notify workers immediately. Workers who need to
use their mobile telephone to make or receive an urgent call during working hours should
where possible obtain prior authorisation from their line manager to do so.

Other electronic devices

Workers should not bring other electronic devices onto school premises unless this has been
specifically authorised by an appropriate manager. In such circumstances, the computer /
equipment must be kept securely (at the risk of the owner) and security protected so that it
cannot be accessed by pupils or others at the school.

Any personal use of such equipment must be restricted to an employee’s break times or
outside their normal working hours and must not impact on their duties in any way.

Additionally, specific permission must be obtained prior to connecting any device to school
networks/systems and the device(s) must have adequate virus protection.

Workers must ensure that no personal information regarding school business, its pupils or
staff is stored on such personal equipment.

Where exceptionally, specific permission is granted to use personal equipment for work
purposes e.g. to give a presentation, the employee must be extremely vigilant that personal
tiles/data etc. are not inadvertently accessed or displayed.

No pictures or videos may be taken within school or at any school related activity, on
personal devises.

8. Personal social networks

The school recognises individual rights to privacy and a private life. However, the law
generally views social media as in the public domain, irrespective of privacy settings.
Workers are therefore advised to be mindful of their duties and obligations to uphold the
reputation of the school, to comply with the Code of Conduct and other policies and
contractual terms in their use of personal social media — being mindful of the real possibility
for material to be posted, shared and made public inadvertently or by other contacts.

The school may require the removal of content it considers inappropriate.

It is totally unacceptable for any worker to discuss pupils, parents, work colleagues or any
other member of the school community or any school related business on any type of social
networking site.

Other posting on personal sites may also impact on the reputation of the school or the
suitability/conduct of the employee for example if an employee is off sick but makes
comments on a site to the contrary, postings of indecent or inappropriate images/activities
etc.



Workers must not accept or propose contact, nor engage in any conversation with pupils on
any personal social networking sites and should be circumspect in personal network contact
with former pupils, particularly those under the age of 18 years.

Individuals working in the school should not use or access social networking sites of pupils.
9. Security

The school follows sound professional practices to secure data, system programmes, email
records and networks under its control.

Workers must take all reasonable precautions to maintain security and confidentiality and to
protect data. This includes:

* using appropriate security measures such as encryption/password protection to
transmit confidential or sensitive information;

* ensuring all devices and system access are password protected Using secured
memory sticks (all laptops, memory sticks and devices used must be encrypted);

* ensuring that pupils are not exposed to any inappropriate images or web links; and

* respecting all copyrights and not copy, retrieve, modify or forward copyrighted
materials except as permitted by the copyright owner.

Users must not:

e use, transfer or tamper with other people’s accounts and files;

e use anonymous mailing services to conceal identity when mailing through the
Internet, falsify e-mails to make them appear to originate from someone else, or
provide false information to any Internet service which requests name, e-mail
address or other details;

e use electronic media and services in a manner that is likely to cause network
congestion or significantly hamper the ability of other people to access and use the
system;

e store sensitive or confidential data on their own equipment — this extends to personal
cameras, mobile phones and other similar devices;

e use the internet/intranet facilities or equipment to deliberately create any virus,
worm, Trojan horse or any such other programme that is harmful to normal
computer operations.

e monitor or intercept the files or electronic communications of other workers or third
parties;

e hack or obtain access to systems or accounts they are not authorised to use;

e use other people's log-ins or passwords; or

e breach, test, or monitor computer or network security measures without
authorisation.

Where any security breach or inappropriate connection or ICT activity occurs, the user must
immediately disconnect/log out and report immediately.

10.  Privacy and Monitoring

The school respects workers” privacy and will not routinely inspect or monitor emails, data
or internet usage.



However, workers should not have any expectation of absolute privacy in his or her use of
the school systems or equipment (including but not limited to networks/servers/internet
usage/networks/Wi-Fi). Under the following circumstances the school reserves the right, at
its discretion, to review any electronic files and messages to the extent necessary to ensure
systems are being used appropriately:

e when required by law;
e if there is a substantiated reason to believe that a breach of the law; or school’s
policy has taken place;
e if the school suspects that the employee has been viewing/transmitting offensive or
illegal material;
e if the school suspects that the employee has been spending an excessive amount of
time on activity which is not work related;
e where required for compliance checks eg auditors, data protection; or
e where there are emergency or compelling circumstances.
The school will endeavour to notify affected individuals of any monitoring which will take
place and the reason for it, save in exceptional circumstances (see below).

Workers will normally be notified of what information will be recorded and retained, and
for how long, who will have access and how such information will be used, which will
include using such information for disciplinary purposes where applicable.

When monitoring emails, the school will, save in exceptional circumstances; confine itself
to looking at the address and heading of the emails. Workers should mark any personal
emails (where these are permitted by the school) as such and encourage those who send
them to do the same. The school will avoid, where possible, opening emails clearly
marked as private or personal.

The school considers the following to be valid reasons for checking an employee's email:

¢ if the employee is absent for any reason and communications must be checked for
the smooth running of the school to continue;

e if the school suspects that the employee has been viewing or sending offensive or
illegal material, such as material containing racist terminology or nudity
(although the school understands that it is possible for workers inadvertently to
receive such material and they will have the opportunity to explain if this is the
case);

e if the school suspects that an employee has been using the email system to send
and receive an excessive number of personal communications (or any personal
emails if this is prohibited by the school); and

e if the school suspects that the employee is sending or receiving emails that are
detrimental to the school or its pupils.

The school may monitor communications without notification in certain specific
circumstances, including but not limited to;

e establish the existence of facts relevant to the school e.g. whether a contract was
entered into by email;
e ascertain compliance with regulatory or self-regulatory practices e.g. checking



that the school is complying with external or internal regulations;

e ascertain or demonstrate standards that are or ought to be achieved by workers
using the system;

e investigate or detect unauthorised use of the telecommunication system, which
would include checking that workers are not breaching the school's policy on
email and internet use; and

e ensure the effective operation of the system, for example through virus
monitoring.

Monitoring will be reasonable and in accordance with current legislation.

10. Monitoring use of the device

The use of covert monitoring for staff will only be used in exceptional circumstances, for
example, where the school suspects criminal activity or where telling the employee about
the monitoring would make it difficult to prevent or detect such wrongdoing.

If the schools considers covert monitoring to be justified, this will only take place as part of a
specific investigation, and will cease when the investigation has been completed.



